FIRST CUMBERLAND PROPERTIES —- NOTICE OF SECURITY INCIDENT
October 26, 2022

First Cumberland Properties (“FCP”) is providing notice of a recent incident that may have impacted the
security of personal information. The confidentiality, privacy, and security of information in FCP’s care is
one of its highest priorities and FCP takes this incident very seriously. Although FCP has not received any
reports of actual or attempted misuse of the impacted information, FCP is providing this notice in an
abundance of caution. This notification provides information about the event, FCP’s response to it, and
resources available to individuals to help protect their information, should they feel it necessary to do so.

What Happened? On October 7, 2022, FCP learned of suspicious activity on its computer network. Upon
discovery, FCP notified law enforcement and began an investigation, which included working with third-
party consultants to determine the full nature and scope of the incident and to secure the FCP network. As
a result of its investigation, FCP determined that personal information was potentially subject to
unauthorized access and/or acquisition during the incident. Accordingly, FCP conducted a diligent review
of the information stored on the impacted systems to determine what personal information, if any, was
potentially affected.

What Information Was Involved? The investigation determined that one or more of the following
data elements may have been accessed and/or acquired by an unauthorized individual, if this
information was provided to FCP: your name, address, date of birth, Social Security number,
financial account number, and government issued identification.

What Is FCP Doing? We take this incident and the security of personal information in our care very
seriously. Upon learning of this incident, we moved quickly to investigate and respond to this incident,
assess the security of our systems, and notify potentially affected individuals. As part of our ongoing
commitment to the security of information, we notified federal law enforcement and are reviewing and
enhancing existing policies and procedures to reduce the likelihood of a similar future event.

What You Can Do? While FCP is not aware of any actual or attempted misuse of information as a result
of this incident, FCP nonetheless encourages you to remain vigilant against incidents of identity theft and
fraud by reviewing your account statements and to monitor your credit reports for suspicious activity. Under
U.S. law individuals are entitled to one free credit report annually from each of the three major credit
reporting bureaus. To order a free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-
322-8228. Individuals may also contact the three major credit bureaus directly to request a free copy of
their credit report, place a fraud alert, or a security freeze. Contact information for the credit bureaus is
below:

Equifax Experian TransUnion
https://www.equifax.com/personal/credit- https://www.transunion.com/credit-
report-services/ https://www.experian.com/help/ | help

888-298-0045 1-888-397-3742 833-395-6938

Atlanta, GA 30348-5069 9554, Allen, TX 75013 2000, Chester, PA 19016

Equifax Fraud Alert, P.O. Box 105069 Experian Fraud Alert, P.O. Box | TransUnion Fraud Alert, P.O. Box

Equifax Credit Freeze, P.O. Box 105788 | Experian Credit Freeze, P.O. TransUnion Credit Freeze, P.O.
Atlanta, GA 30348-5788 Box 9554, Allen, TX 75013 Box 160, Woodlyn, PA 19094

Individuals can further educate themselves regarding identity theft, fraud alerts, security freezes, and steps
to protect their information by contacting the Federal Trade Commission or your state Attorney General.



Instances of known or suspected identity theft should be reported to law enforcement and the state attorney
general.

We understand that you may have guestions about this incident that are not addressed in this letter. If you
have additional questions, please call the dedicated assistance line at 1-833-896-3482, Monday — Friday
from 9 am — 9 pm Eastern Time, except major holidays, beginning on October 28, 2022. Individuals may
also write to FCP at 1011 Cherry Avenue, Nashville, TN 37203.

Again, we take the privacy and security of personal information in our care seriously, and sincerely regret
any inconvenience or concern this incident may cause you.



